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USE OF PROTECTED HEALTH INFORMATION (PHI) IN EDUCATION

Clinical education and training activities of Unigity of Chicago Medical Center (UCMC) students,
including residents and fellows are fundamentaheoUCMC mission. However, it is important that
we use and disclose protected health informatiétl)(for these activities in a HIPAA compliant
manner.

The HIPAA Privacy Rule allows physicians and staffise and disclose PHI without a patient’s
written authorization for purposes related to tresit, payment, and health care operations. héuart
defines “health care operations” to inclutie conduct training programs in which studentsitrees,
or practitioners in areas of health care learn undepervision to practice or improve their skills a
health care providers.”

As such, UCMC physicians and staff can use Rkthout a patient’s written authorization, to teach
medical residents, medical students, nursing stadand other clinical students or trainees, stlbgec
the following guidelines:

1. The Use and Disclosure Must Be Internal:The PHI must stay within the UCMC (Medical
Center and BSD)

» It can not be shared outside the UCMC (includingttmlents, faculty, and staff of non-
BSD parts of The University of Chicago), at profesal meetings, conferences and
lectures, and for non-UCMC courses, etc.

2. Minimal Information: The amount of PHI used must be the minimum amoeoéssary to
conduct the training.

Example #1:  In an on-campus lecture showing atagic image of a knife wound
or foreign object, remove the patient name, medaadrd number,
dates, and any other information that could leathéadentification of
the patient that is not necessary to the trainidgly show the foreign
object and the relevant anatomy.

Example #2:  In an UCMC grand rounds presentatisnldgision about a patient’s
tumor, only include information relevant to the&adn other words,
only include race, age, other medical conditiomgrpnedical
conditions, and other background information ofilyeicessary to
accomplish the medical trainindpo not include the patient's name
and medical record number. In addition, do not tak about other
identifying characteristics, for example the patietis job, job title,
where they work, where they live, their community ativities, etc.
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3. UCMC physicians and staff may not use PHI in arsgagch, case studies, articles, industry
conferences/lectures, posters, fliers, or any atrederial or media unless:

a. The physician seeks the patient’s permission, hagatient signs a HIPAA compliant
written authorization Education Authorization Forrfthe signedauthorization form
should be maintained in the patient’'s medical re{oor

The PHI is de-identified according to Administrail?olicy 05-22; or

c. The PHI is aggregated with a sufficient numbertbko data such that the PHI could
not be linked to a particular patient.

4. UCMC physicians and staff mapt search UCMC databases or applications (e.g. OARIS)
data mine for interesting trends or patient cagessé for educational/training activities. A
“trusted requestor form” must first be signed aunldmsitted to the HIPAA Program Office for
approval. Upon approval, the appropriate data adtnator will provide the minimum amount
of information necessary to satisfy the request.

5. In circumstances where a patient is to be photdg@or videotaped for training purposes, the
physician will seek the patient’s permission, amehtthe patient will complete the HIPAA
Education Authorization FormOnly the minimum amount of PHI should be diselhs

Reference: Department of Health and Human Ser@dse for Civil Rights (OCR) Website -
HIPAA Privacy Questions and Answershétp://www.hhs.gov/hipaafag/limited/209.html
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